Preventing
with Cutting-Edge Tools
and Intelligence

Crime-as-a-Service (CaaS) enables cybercriminals to access malware and fraud services
on demand, often paid with cryptocurrencies, lowering the entry barrier to cybercrime.The
SafeHorizon project tackles this threat by providing law enforcement agencies, CERTs, and
CSIRTs with open-source, machine learning-powered tools to analyse data from the clear,
deep, and dark web, enabling the detection and disruption of illegal activities.

This project has received funding from the European Commission

under grant agreement No.101168562




PROJECT DELIVERABLES

A toolkit with interoperable ;
tools (Docker containers).

A monitoring platform for tool

PROJECT GOALS

Leverage machine learning and
web intelligence from various
sources to combat Crime-as-a-
Service (CaaS).

Empower security professionals
with easy-to-use tools, enabling
the effective detection, monitoring,
and prosecution of cybercriminals.

. . - : ‘ : e - ‘:k:
integration. o wa—a v h-IA d_v ”n L

A correlation engine for e —

analysing large datasets.

Datasets and notebooks for
EU LEAs and vetted entities.

5 anena . V| ICOMtech #CSIC

29 NN Privanova

. 70 S RESEARCH & CONSULTING
Data Centric e e W

P71\
GET IN TOUCH: Sams
S\ | /2

]
TUDelft



https://www.linkedin.com/company/safehorizon-project/about/?viewAsMember=true
https://www.linkedin.com/company/safehorizon-project/about/?viewAsMember=true
https://www.linkedin.com/company/safehorizon-project/about/?viewAsMember=true
https://www.linkedin.com/company/safehorizon-project/about/?viewAsMember=true
https://www.linkedin.com/company/safehorizon-project/about/?viewAsMember=true
https://www.linkedin.com/company/safehorizon-project/about/?viewAsMember=true
https://www.linkedin.com/company/safehorizon-project/about/?viewAsMember=true
https://www.linkedin.com/company/safehorizon-project/about/?viewAsMember=true
https://www.linkedin.com/company/safehorizon-project/about/?viewAsMember=true
https://www.linkedin.com/company/safehorizon-project/about/?viewAsMember=true
https://www.linkedin.com/company/safehorizon-project/about/?viewAsMember=true
https://www.linkedin.com/company/safehorizon-project/about/?viewAsMember=true
https://www.linkedin.com/company/safehorizon-project/about/?viewAsMember=true
https://www.facebook.com/safehorizon.eu
https://www.facebook.com/safehorizon.eu
https://www.facebook.com/safehorizon.eu
https://www.facebook.com/safehorizon.eu
https://www.facebook.com/safehorizon.eu
https://www.facebook.com/safehorizon.eu
https://www.facebook.com/safehorizon.eu
https://www.facebook.com/safehorizon.eu
https://www.facebook.com/safehorizon.eu
https://www.facebook.com/safehorizon.eu
https://www.facebook.com/safehorizon.eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu
https://x.com/safehorizon_eu

